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Poc lip — Tu do — Hanh phiic

PHU LUC 01
Danh muc Thiét bi, phin mém CNTT

Dinh kém Théng bao mai chao gid . A6(../2025/TB-NHNA-37 ngay 4 thang 01 nam 2025

STT

Hang muc dau tw

Cau hinh chi tiét

Yéu ciu
CcQ té’j
Nam A

May chi SIEM

02 x DELL PowerEdge R760 hodc Supermicro tuong duong

12,2 CPU

ICPU: 2 x Intel® Xeon® Gold 6542Y (2.9G, 24C/48T, 20GT/s)
M: 512GB DDRS (8 x 64GB)

oot Device: 2 x 480GB M.2 (RAID 1)

Storage: 10 x 7.68TB Data Center NVMe Read Intensive AG Drive U2 Gen4

[Network: 1 x Dual Port 10/25GbE NIC (SFP+ included)

Software:

- iDRACY, Enterprise 16G

- OpenManage Enterprise Advanced

PSU: 2 x 1400W Fully Redundant

Support: 3Y ProSupport and Next Business Day (24x7)

Chassis 2.5" Chassis with up to 24 NVMe HWRAID Drives, Dual Controller, Front PERC

X

Mo rong license phén
mém IBM SIEM

- License 01 ndm cai dat phan mém IBM Qradar cho 2 node: License cho 5000 EPS / 100000
FPM

- License 01 ndm cho Data Sync App dé mapping 1:1 giira DC va DR

Trellix IVX 5600

01 Thiét bi APT Trellix IVX5600
Bao hanh 1 nim.

Firewall

02 x Thiét bi NGFW Checkpoint 9800 plus bao gom module bd sung nhu sau:

- 02 module 8 Port 1/10 G Base-F SFP+ interface card for 9000/19000/29000 appliances
CPAC-8-1/10F-D, 2 module nay déng géi riéng khong gan sin vao thiét bi Checkpoint
9800 plus




- 16 transceiver CPAC-TR-10SR-D
08 x Thiét bi NGFW Checkpoint 1900
[Bao hanh 01 nam

5. |Hé thong lwu trix
Hitachi VSP One
IBlock 26

01 x VSP One B26:

- Controller: Dual Active-Active

- Cache: 768GB

- Capacity: 15 x 30TB NVMe SSD (254TiB - Usable Capacity)
- Connection: 16 x 32Gb FC

- Software: Advance Package Software, Al bundling

- Support: 3 Years

6. F{é thong SAN Switch

02 x Brocade G720:

- Port: 32/56 active port
- Speed: 32Gb

- Software Ent Bundle
- Support: 3 Years

7. |Hé thong méy chu ao
hoa

05 x DELL PowerEdge R760 hodc Supermicro tuong duong
- CPU: 2 x Intel® Xeon® Gold 6542Y (2.9G, 24C/48T, 20GT/s)
- RAM: 1024GB DDRS5 (16 x 64GB)
- Internal Storage:
+ RAID Controller: hd trg RAID 0, 1, 5, 6, 10, 50, 60
+ Disk: 2 x 480GB SSD RI
- Network:
+ 1 x Dual Port 10/25GbE NIC (SFP28 included)
+ 1 x Dual Port 10/25GbE NIC (SFP+ included)
- HBA: 2 x 32Gb FC port
- Software:
+ iDRACY, Enterprise 16G
+ OpenManage Enterprise Advanced
- PSU: 2 x 1400 Fully Redundant
- 3Y ProSupport and Next Business Day

02 x DELL PowerEdge R760 (hd trg GPU) hodc Supermicro twong duong
- CPU: 2 x Intel® Xeon® Gold 6542Y (2.9G, 24C/48T, 20GT/s) ) )
L GPU: NVIDIA L4, PCle, 72W, 24GB (c6 san license hd trg a0 héa GPU cho tdi thiéu 4 VMs
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sir dung dong thoi, support 5 nam)

- RAM: 1024GB DDRS (16 x 64GB)

- Internal Storage:

+ RAID Controller: hd trg RAID 0, 1, 5, 6, 10, 50, 60
+ Disk: 2 x 480GB SSD RI

- Network:

+ 1 x Dual Port 10/25GbE NIC (SFP28 included)

+ 1 x Dual Port 10/25GbE NIC (SFP+ included)

- HBA: 2 x 32Gb FC port

- Software:

+1DRACY, Enterprise 16G

+ OpenManage Enterprise Advanced

- PSU: 2 x 1400 Fully Redundant

- Support: 3Y ProSupport and Next Business Day (24x7)

Phan mém 4o hoa VMware vSphere Foundation 8:

VMware vSphere L HO trg Ao hoa cho 7 méy chi (mdi may chi c6 48-core)
Foundation - Subscription: 1Y
- vSphere Standard + vCenter

E{xadala Database 01 x Exadata Database X11M Quarter Rack - High Capacity
achine X9M-2 Phan mém Storage Exadata.
Support 02 nam

Gia han va mé rong h¢[Thué 02 nam tiép theo Gen 2 Exadata Cloud at Customer Infrastructure - X9M — Quarter Rack —
thong ExaCC sau 02 [Non-metered

ndm thué dich vu (hop[Thué 02 ndm liép theo Gen 2 Exadata Cloud at Customer — Database OCPU - BYOL: 28

dong cam két thué 04 [OCPU/niam

nim)

Hé thong cdc may chu [02 x DELL PowerEdge R760 hoac Supermicro tuong duong
cho hé théng CSDL | CPU: 2 x Intel® Xeon® Gold 6526Y (2.8G, 16C/32T, 20GT/s)
Thé - RAM: 512GB DDRS5 (8 x 64GB)

- Internal Storage:

+ RAID Controller: hd trg RAID 0, 1, 5, 6, 10, 50, 60

+ Disk: 2 x 480GB SSD RI

- Network: 2 x Dual Port 10/25GbE NIC (SFP28 included)

- HBA: 2 x 32Gb FC port

- Software:




+iDRAC9, Enterprise 16G

+ OpenManage Enterprise Advanced

- PSU: 2 x 1400W Fully Redundant

- Support: 3Y ProSupport and Next Business Day (24x7)

12.

Hé thong céc may chu
cho hé thong CSDL
Interface Partner

02 x DELL PowerEdge R760 hodc Supermicro tuong duong
- CPU: 2 x Intel® Xeon® Gold 6526Y (2.8G, 16C/32T, 20GT/s)
- RAM: 512GB DDRS (8 x 64GB)
- Internal Storage:
+ RAID Controller: hd trg RAID 0, 1, 5, 6, 10, 50, 60
+ Disk: 2 x 480GB SSD RI
- Network: 2 x Dual Port 10/25GbE NIC (SFP28 included)
- HBA: 2 x 32Gb FC port
- Software:
+iDRACY, Enterprise 16G
+ OpenManage Enterprise Advanced
- PSU: 2 x 1400W Fully Redundant
- Support: 3Y ProSupport and Next Business Day (24x7)




PHU LUC 02
Danh muc Thiét bi, phan mém CNTT

DPinh kém Thong bao mai chao gid .,1£L../2025/TB-NHNA-37 ngay <{. thang 01 nam 2025

STT | Hang muc dau tw Ciu hinh chi tiét Yéu cau
CQ téi
Nam A
I. [Cong cu phan tich ma rLicense 01 ndm SonarQube Enterprise Edittion cho toi da 10 triéu dong code.
nguon tinh
(SonarQube
nterprise hodc céc
an pham c6 tinh nang
tuong duong)
2. [Cong cu quét va danh [License 01 nam cho Tenable Security Center + Patch Management: 512 IPs
oi4 10 hong bao mat
9. rl—lé thong NAC - 02 x thiét bi FNC-CA-600F + 1500 license, bao hanh 1 nim cho thiét bi va license X
- 24 x Switch ting dong aruba HPE Aruba Networking CX 6200F 48G 4SFP+Switch (J.726B)
- 44 x Switch mo rong (HPE Aruba Networking 6000 48G 4SFP Switch (R8N86A) hodc switch
cisco C1300-48T-4G) )
4. & thong ty dong hoa |Go6i 25.000 task thye thi thanh cong mdi thang tinh trén hé thong
Stonebranch Subscription: 3Y

’Productign (TASK dugc ghi nhan SUCCESS hoac FINISHED),:

Ban quyén bao gom quyén sir dung cho cac module:

- Universal Controller

- Universal Agents (z/OS / Unix / Linux / Windows)

- Universal Data Mover

- Universal Integrations

- Quyén sir dung cho cic méi trudmg: Production (HA); Test/DEV/Staging; DR
- Khong gidi han s6 ngudi ding dong thai (concurrent users)"




[Hé thong Object
Storage

5.1 Hé thong may chu 03 x DELL PowerEdge R660 hoiic Supermicro tuong duong
Object Storage tai DR | CPU: 1 x Intel® Xeon® Gold 6526Y (2.8G, 16C/32T, 20GT/s)
- RAM: 64GB DDRS5 (4 x 16GB)

Boot Device: 2 x 480GB M.2 (RAID 1)

- Network:

+ 2 x 1GbE BASE-T port

+ 2 x Dual Port 10/25GbE NIC (SFP+ included)

- HBA: 2 x 32Gb FC port

- Software:

+iDRACY, Enterprise 16G

+ OpenManage Enterprise Advanced

- PSU: 2 x 800W Fault Tolerant Redundant

- Support: 3Y ProSupport and Next Business Day (24x7)

5.2 Phan mém IBM  [IBM Spectrum Scale:
Spectrum Scale Edition: Data Management
TiB license: 30TiB
Support: 3 Years

M@ rong license phén [License 01 nam cho 200 méy chu gdm céc tinh ning:
A £

mém phong chong ma : :

d6c Trend Micro Deep+ Anti-malware and Web reputation

Security + Integrity Monitoring and Application Control
+ IPS
ZTNA Appgate [License Appgate cho 300 users cho 01 nidm sir dung




PHU LUC 03

Danh muc Thiét bi, phan mém CNTT

Dinh kém Théng bdo mdi chao gia .4£.0../2025/TB-NHNA-37 ngay /4 thang 01 nam 2025

Hang muc dau tw Ciu hinh chi tiét Yéu ciu
STT CQ téi
Nam A
1. [SOAR (Security - License giai phap IBM SOAR cho 3 user
Orchestration,
Automation and
Response)
2. [Néang cap mobile app [License 01 nam cho giai phap bao vé img dung di dong BShield, bao gom BShield OS va Bao vé
lsecurity APL.
3. JAnti DDOS trnha 01 ndm dich vu DDoS cua Viettel
cung cap dich vu
Internet ISP
4.  (Giai phap Cén bang (03 thiét bi (DC + DR) F5 r2800 + subscription (advance WAF + DNS + IP Intelligence Service) X
tai Loadbalancer 1 ndm
- % ¢ théng tuomg lira coflmperva DAM
o gl - Minimum (monitoring 10 databases)
- Support 1 nam
6. o rong license quan |License 01 nam CyberArk cho: 25 user, license cho module PTA, license support
y tai khoan dic quyén
yberArk

\ O




Fibrc channel drive

Tape Drive LTO 9 HH|02 x Tape Drive LTO 9 HH Fibre channel drive

- HO trg gén thém Tape Library TS4300
- Bao hanh 03 nam

(Cac thiét bi Mang két
ndi Partner

03 x thiét bi C8200L-1N-4T + NIM-ES2-8

02 x thi(f:t bi C8300-1N1S-6T + NIM-ES2-8

02 x thiét bi C8200L-1N-4T (Network Advantage license)
FBéo hanh 03 nam

9.

[Hé thong cac may chu
cho hé théng CSDL
OPS KHCN

02 x DELL PowerEdge R760 hoac Supermicro tuong duong
- CPU: 2 x Intel® Xeon® Gold 6526Y (2.8G, 16C/32T, 20GT/s)
- RAM: 256GB DDRS (4 x 64GB)

- Internal Storage:

+ RAID Controller: hé trg RAID 0, 1, 5, 6, 10, 50, 60

+ Disk: 2 x 480GB SSD RI

- Network: 2 x Dual Port 10/25GbE NIC (SFP28 included)

- HBA: 2 x 32Gb FC port

- Software:

+iDRACY, Enterprise 16G

+ OpenManage Enterprise Advanced

- PSU: 2 x 1400W Fully Redundant

- Support: 3Y ProSupport and Next Business Day (24x7)

10.

é thong cac may chu
cho hé théng CSDL
OPS KHTC

02 x DELL PowerEdge R760 hodc Supermicro tuong duong
- CPU: 2 x Intel® Xeon® Gold 6526Y (2.8G, 16C/32T, 20GT/s)
- RAM: 256GB DDRS (4 x 64GB)

- Internal Storage:

+ RAID Controller: hé trg RAID 0, 1, 5, 6, 10, 50, 60

+ Disk: 2 x 480GB SSD RI

- Network: 2 x Dual Port 10/25GbE NIC (SFP28 included)

- HBA: 2 x 32Gb FC port

- Software:

+iDRACY, Enterprise 16G

+ OpenManage Enterprise Advanced

- PSU: 2 x 1400W Fully Redundant

- Support: 3Y ProSupport and Next Business Day (24x7)




11.

Core Switch DC, DR |[DC:

02 x switch Spine (QFX5120-32C)

03 x switch Leaf (QFX5120-48Y)

04 x Switch Leaf (QFX5120-48T)

license Advance routing cho mdi thiét bi switch

24 x 100G Trainceiver

16 x 40G Trainceiver

36 x (25G SFP-25G-SR-C) Trainceiver
110 x 10G (SFP-10G-SR-C) Trainceiver

[DR:

02 x switch Spine (QFX5120-32C)

02 x switch Leaf (QFX5120-48Y)

02 x switch Leaf(QFX5120-48T)

license Advance routing cho mdi thiét bi switch

16 x 100G Trainceiver

08 x 40G Trainceiver

06 x (25G SFP-25G-SR-C) Trainceiver
30 x 10G (SFP-10G-SR-C) Trainceiver

Phin mém SDN: Apstra advance sd lugng di cho 9 thiét bi tai DC va 6 thiét bj tai DR
Bao hanh 3Y




